An Expert Report on the CCPS Risk-Based Process Safety
Framework: Pillars, Elements, and Real-World Applications

1. Executive Summary

The Center for Chemical Process Safety (CCPS) Risk-Based Process Safety (RBPS)
framework stands as a globally recognized and comprehensive system for managing
the inherent risks in industries handling hazardous materials and processes. This
report provides an in-depth examination of the RBPS framework, articulating its four
foundational pillars—Commit to Process Safety, Understand Hazards and Risk,
Manage Risk, and Learn from Experience—and the twenty distinct elements that
constitute these pillars.

The RBPS approach emphasizes a risk-based allocation of resources, directing efforts
towards more significant hazards and higher risks, thereby optimizing safety
investments and operational performance. This report meticulously defines each of
the twenty elements, elucidating their core principles and critical work activities.
Crucially, it illustrates the practical application and significance of each element
through real-life use scenarios and case studies drawn from industrial incidents and
best practices. These examples underscore the severe consequences of element
failures and the benefits of robust implementation.

A key focus of this report is the interconnectedness of the RBPS elements. Failures in
foundational areas, such as Process Safety Culture or Process Knowledge
Management, can have cascading negative impacts across the entire process safety
management (PSM) system. Systemic issues like leadership lapses, normalization of
deviance, and organizational complacency are explored, demonstrating how they can
undermine multiple RBPS elements and contribute to catastrophic events.

The report also addresses the challenges inherent in implementing RBPS, including
organizational culture, technical expertise, data management, and financial
constraints, offering potential mitigation strategies. Furthermore, it examines the
evolution of the RBPS framework to address emerging risks, with a particular focus on
the integration of cybersecurity considerations and advanced human factors
principles. The importance of adapting elements like Hazard Identification and Risk
Analysis (HIRA), Management of Change (MOC), Asset Integrity, and Operational
Readiness to counter cyber threats is detailed.

Finally, the report discusses methods for assessing RBPS effectiveness and maturity
beyond simple compliance. Maturity models and holistic assessment approaches are



presented as tools for driving continuous improvement and sustaining process safety
excellence. The ultimate goal of RBPS is not merely to comply with regulations but to
foster a resilient safety culture and robust management systems that proactively
prevent incidents, protecting people, the environment, and assets. This report serves
as an authoritative guide for process safety professionals seeking to understand,
implement, or enhance their PSM systems using the CCPS RBPS framework.

2. Introduction to Risk-Based Process Safety (RBPS)

The Imperative of Process Safety Management

Process Safety Management (PSM) is a critical discipline focused on preventing
infrequent, yet high-consequence, incidents such as fires, explosions, and toxic
releases. This focus distinguishes it from occupational or personal safety, which
typically addresses more frequent, lower-impact events like slips, trips, and falls." The
history of industries that handle highly hazardous chemicals is marked by unexpected
releases that, if not properly controlled, have the potential for disaster.? An effective
PSM system aims to prevent or mitigate these episodic chemical releases, thereby
safeguarding employees, the public, and the environment.? At its core, PSM is a
comprehensive management program that integrates technologies, procedures, and
management practices to manage hazards associated with processes using highly
hazardous chemicals.’

Overview of the CCPS RBPS Framework: A Global Standard

The Risk-Based Process Safety (RBPS) framework, developed by the American
Institute of Chemical Engineers' (AIChE) Center for Chemical Process Safety (CCPS),
represents the "next generation of process safety management".* This framework is
not an entirely new invention but builds upon foundational PSM concepts, including
those first published by AIChE in its 1989 "Guidelines for Technical Management of
Chemical Process Safety." The RBPS framework thoughtfully integrates over fifteen
years of collective implementation experience and established best practices from a
multitude of industries.*

A defining characteristic of the RBPS approach is its risk-based philosophy. It
explicitly recognizes that not all hazards and risks within an operation or facility are
equal. Consequently, the framework advocates for a more strategic allocation of
resources, ensuring that greater effort and resources are focused on managing more
significant hazards and higher risks.* This targeted approach helps prevent the
misallocation of valuable resources to lower-risk activities, thereby freeing them up
for tasks that address higher-risk concerns.” The primary purpose of the RBPS



Guidelines is to provide organizations with robust methods and practical ideas to
design new PSM systems, correct deficient existing systems, or improve current
process safety management practices.*

The CCPS itself is a global, not-for-profit, corporate membership organization
operating under the umbrella of AIChE. It brings together a diverse array of
stakeholders, including manufacturers, government agencies, consulting firms,
academic institutions, and insurers. This collaborative body is dedicated to leading the
way in improving industrial process safety across a wide range of sectors, including
chemical, oil and gas, petroleum, energy, pharmaceuticals, mining, and many others.®

Structure of the Report

This report will undertake a systematic and detailed exploration of the CCPS RBPS
framework. It will commence by defining the four foundational pillars that provide the
overarching structure. Subsequently, each of the twenty constituent elements will be
meticulously defined, its core principles and objectives outlined, and, critically, its
practical application and importance will be illustrated through real-life use scenarios,
incidents, or case studies. The report will further delve into the crucial
interdependencies among these elements and examine the impact of systemic factors
such as organizational culture and leadership. Challenges commonly encountered
during RBPS implementation will be discussed, alongside the framework's evolution to
address emerging risks like cybersecurity and human factors. Finally, methods for
assessing the overall effectiveness and maturity of RBPS implementation will be
presented.

3. The Four Foundational Pillars of CCPS RBPS

Core Philosophy and Interrelation of the Pillars

The CCPS RBPS framework is structured around four foundational blocks, more
commonly referred to as pillars:

1. Commit to Process Safety

2. Understand Hazards and Risk
3. Manage Risk

4. Learn from Experience *

These pillars are not merely distinct categories but represent a logical, sequential, and
iterative process essential for achieving and sustaining process safety excellence. An
authentic and unwavering Commitment to Process Safety from all levels of an
organization serves as the bedrock. This commitment is what energizes and directs



the resources and focus necessary to comprehensively Understand Hazards and Risk.
Once a thorough understanding of potential hazards and their associated risks is
established, effective strategies and systems can be implemented to Manage Risk.
Finally, the pillar of Learn from Experience closes the loop. By systematically analyzing
both successes and failures, internal and external incidents, and audit findings,
organizations can derive valuable lessons. These lessons, in turn, feed back to
reinforce commitment, refine the understanding of hazards and risks, and improve risk
management practices. This cyclical dynamic, inherent in the pillar structure, mirrors
established continuous improvement methodologies like the Plan-Do-Check-Act
(PDCA) cycle, aligning with total quality management principles." The consistent
presentation of these pillars in a specific order across CCPS literature underscores
this logical progression and their interdependent nature.”

Table 1: The CCPS RBPS Four Pillars and Twenty Elements

To provide a clear overview of the framework's architecture, the following table lists
the four pillars and the specific elements grouped under each. This structure serves
as a roadmap for the detailed discussions in subsequent sections.

Pillar Elements

Commit to Process Safety Process Safety Culture, Compliance with
Standards, Process Safety Competency,
Workforce Involvement, Stakeholder Outreach

Understand Hazards and Risk Process Knowledge Management, Hazard
Identification and Risk Analysis

Manage Risk Operating Procedures, Safe Work Practices,
Asset Integrity and Reliability, Contractor
Management, Training and Performance
Assurance, Management of Change,
Operational Readiness, Conduct of Operations,
Emergency Management

Learn from Experience Incident Investigation, Measurement and
Metrics, Auditing, Management Review and
Continuous Improvement




Visual Diagram of the RBPS Framework

A visual representation of the RBPS framework, often depicted as four pillars
supporting a protective structure, effectively illustrates the concept. The CCPS often
uses a diagram showing these four pillars, each composed of its respective elements,
collectively upholding the goal of process safety.” This imagery emphasizes that all
elements and pillars must be strong and interconnected to ensure the overall integrity
and effectiveness of the process safety management system. (A visual diagram, such
as Figure 2 from the AIChE's "Risk Based Process Safety" overview " or the one
available at Process Safety Integrity '°, would be inserted here in a full report if image
reproduction were permissible). The diagram typically shows "Commit to Process
Safety" and "Learn from Experience" as the outer, encompassing pillars, with
"Understand Hazards and Risks" and "Manage Risk" as the central operational pillars,
all supporting the overarching goal of process safety.

4. Pillar I: Commit to Process Safety
Overarching Objective and Significance

The first pillar, Commit to Process Safety, is the cornerstone of process safety
excellence.” Its overarching objective is to establish and sustain an organizational
environment where process safety is a core value embraced by leadership and
ingrained in the actions of every individual. This pillar recognizes that technical
systems, procedures, and engineering controls, no matter how well-designed, will
ultimately falter without a deep-seated and unwavering commitment from the entire
organization. Such commitment ensures that personnel at all levels consistently
perform their duties correctly and safely, even when not under direct supervision, and
that process safety considerations are integral to all business decisions.*

Elements
4.1.1 Process Safety Culture

e Definition & Principles: Process Safety Culture is defined as "the combination of
group values and behaviors that determine the manner in which process safety is
managed".* More simply, it's often described as "How we do things around here,"
"What we expect here," and "How we behave when no one is watching".* Key
principles underpinning a strong process safety culture include: establishing
process safety as a core value actively championed by leadership; setting and
enforcing high standards of performance; maintaining a constant sense of
vulnerability to potential incidents; empowering individuals at all levels to fulfill
their safety responsibilities; ensuring open, honest, and effective communication



channels; fostering a robust questioning and learning environment; building
mutual trust between management and the workforce; and ensuring timely and
effective responses to all process safety issues and concerns.*

Real-Life Scenario: Normalization of Deviance at Tesoro Anacortes & BP
Texas City. The catastrophic consequences of a weak process safety culture are
starkly illustrated by several major industrial accidents. At the Tesoro Anacortes
refinery in 2010, a heat exchanger ruptured violently, resulting in the tragic
deaths of seven employees.” The subsequent U.S. Chemical Safety Board (CSB)
investigation revealed a critical cultural failing: "Refinery management had
normalized the occurrences of hazardous conditions," meaning that deviations
from safe operating practices and known hazards had become accepted over
time. Instead of proactively addressing risks, the culture required "proof of
danger" before corrective action was taken.” This "normalization of
deviance"—where unsafe conditions or practices gradually become the accepted
norm—is a direct symptom of a deficient process safety culture.

Similarly, the 2005 explosion at the BP Texas City refinery, which claimed 15 lives
and injured over 180 individuals, was significantly attributed to deep-seated
deficiencies in BP's corporate safety culture.” Investigations pointed to a culture
where production pressures often overshadowed safety concerns, and where
warning signs from previous incidents and audits had not led to effective,
sustained improvements. These landmark incidents demonstrate that when a
weak process safety culture takes root, it directly undermines numerous other
RBPS elements. For instance, at the Tesoro facility, the repeated, unaddressed
leaks from the heat exchanger prior to its failure signified a breakdown in
"Establish and enforce high standards of performance" and a failure to "Provide
timely response to process safety issues and concerns".”

Process Safety Culture is not merely a peripheral or "soft" aspect of PSM,; it is the
fundamental enabler or disabler of the entire system. A robust culture provides
the fertile ground in which all other RBPS elements can effectively take root and
flourish. Conversely, a deficient culture, characterized by complacency, poor
communication, fear of reprisal, or a focus on blame rather than learning, will
inevitably lead to the erosion and ultimate failure of even the most well-designed
technical safety systems and procedures.” If a culture tolerates shortcuts or
deviations, then Operating Procedures may be ignored, Asset Integrity programs
may suffer from deferred maintenance, Management of Change processes may
be circumvented for expediency, and the crucial lessons from Incident
Investigations may go unheeded. Thus, a weak Process Safety Culture acts as a
potent systemic failure mode, capable of crippling the effectiveness of the entire



RBPS framework.

4.1.2 Compliance with Standards

e Definition & Principles: This element involves the systematic identification,
development (if internal), acquisition (if external), evaluation, dissemination, and
provision of access to all applicable standards, codes, regulations, and laws
relevant to process safety throughout the entire lifecycle of a process.* The
primary objective is to ensure that this critical information is readily and easily
accessible to all personnel who may need it. Effective implementation of this
element ensures consistent application of process safety practices across the
organization, helps maintain safe facility operation, and plays a crucial role in
minimizing legal liability.* The system should address both internal company
standards and external requirements from local, national, and international
bodies.*

e Real-Life Scenario: Oil and Gas Safety Cases & Regulatory Adherence. In
highly regulated sectors such as the oil and gas industry, the Compliance with
Standards element is often formalized through mechanisms like a "Safety Case".*
A Safety Case is a comprehensive document submitted to regulatory authorities,
detailing how an operator identifies, assesses, and manages major accident
hazards, and how they ensure compliance with all relevant safety regulations. This
typically includes detailed hazard identification studies, quantitative risk
assessments, descriptions of safety-critical equipment and procedures, and the
overall safety management system in place.?

A failure in this element could occur if, for example, a petrochemical facility does
not adequately track changes to environmental regulations. If a new, stricter
standard for air emissions is promulgated, and the facility fails to update its
internal standards, operating procedures, and monitoring systems accordingly, it
would fall into non-compliance. Should this oversight lead to excess emissions,
environmental damage, and subsequent regulatory investigation and penalties,
the deficiency in the Compliance with Standards element would be a significant
contributing factor.?® This also includes maintaining accurate records and
documentation for monitoring compliance, such as emissions data and waste
disposal records.”

4.1.3 Process Safety Competency

e Definition & Principles: This element focuses on continuously developing,
sustaining, and enhancing the organization’s collective process safety knowledge
and skills.” It encompasses three interrelated actions: the continuous
improvement of knowledge and competency; ensuring that appropriate and



accurate information is readily available to those who need it; and the consistent
application of learned knowledge and skills in practice.” Key activities include
appointing technology stewards or subject matter experts for critical processes,
systematically documenting and disseminating process safety knowledge, and
proactively planning for personnel transitions to prevent loss of critical expertise.*
Real-Life Scenario: Inadequate Leadership Competency in a Refinery.
Consider a scenario where a refinery is commissioning a new, technologically
advanced hydrocracking unit. This unit involves complex chemical reactions, high
pressures, and potentially novel catalyst systems. If the senior leadership team
and key operational managers lack specific Process Safety Competency
regarding the unique hazards of this new technology (e.g., specific runaway
reaction scenarios, unfamiliar material degradation mechanisms under new
operating conditions, or complex emergency shutdown logic), their ability to
make informed, risk-based decisions will be compromised. This lack of specialized
competency at leadership levels, as underscored by the recognized need for
board-level understanding of process safety *, can lead to critical oversights. For
instance, they might underestimate the need for highly specialized training for
operators and engineers (Training and Performance Assurance), fail to allocate
sufficient resources for a rigorous and appropriately scoped Hazard Identification
and Risk Analysis (HIRA) tailored to the new technology, or approve an Asset
Integrity program that doesn't adequately address potential new failure modes.
This deficiency in leadership competency can directly and negatively impact the
effectiveness of multiple other RBPS elements, thereby increasing the overall risk
profile of the new unit. As highlighted in CCPS guidance, competency is not
merely an individual attribute but an organizational capability that requires robust
systems to capture, maintain, and effectively apply process safety knowledge
across the workforce.?

4.1.4 Workforce Involvement

Definition & Principles: This element is dedicated to promoting and ensuring the
active participation of personnel at all levels of the organization, including both
company employees and contractor staff, in the design, development,
implementation, and continuous improvement of the RBPS management system.*
A core tenet is the formal consultation with workers on all aspects of process
safety and the provision of unimpeded access to all relevant process safety
information.?® This involvement leverages the unique knowledge and experience
of frontline workers who are most intimately familiar with daily operations and
potential hazards.?

Real-Life Scenario: CSB Findings on Lack of Worker Participation. The U.S.



Chemical Safety Board (CSB) has repeatedly identified ineffective or absent
worker participation as a significant contributing factor in major chemical
incidents.”® A compelling example is the incident at the Sierra Chemical Company.
The CSB investigation found that a primary cause of the incident was the
complete absence of worker participation in the development and implementation
of safety programs and policies. This lack of involvement meant that workers
possessed an insufficient understanding of the process hazards they faced and
the control measures that should have been in place to protect them.?

Imagine a scenario in a chemical plant where operators on the front line, who
possess invaluable, hands-on knowledge of the day-to-day intricacies of their
unit %, observe a recurring near-miss. For instance, they might frequently notice
small, contained drips from a specific pump seal under certain operating
conditions. If there is no effective, trusted mechanism for them to report these
observations, or if their reports are consistently ignored or dismissed by
supervisors (as was the case in one CSB-investigated incident where safety
concerns raised by workers were deemed to be merely "production issues" %),
this constitutes a critical failure in the Workforce Involvement element. Such a
failure deprives the organization of vital early warnings and opportunities to learn
from these "free lessons." The unaddressed pump seal issue could eventually
escalate into a larger, uncontrolled release, potentially leading to a fire, explosion,
or toxic exposure — an incident that might have been prevented had the
workforce's concerns been actively solicited, valued, and acted upon.

4.1.5 Stakeholder Outreach

Definition & Principles: This element involves proactively seeking out,
identifying, engaging, and maintaining constructive relationships with all
appropriate external stakeholders throughout the entire lifecycle of a facility.*
These stakeholders can include the local community, regulatory agencies, other
companies within the industry, professional organizations, and emergency
response authorities. Key activities include providing accurate, timely, and
understandable information about the company's products, processes, plans,
potential hazards, and associated risks. It also encourages the sharing of relevant
information, lessons learned from incidents, and best practices both internally
within the company and externally with other industry groups to promote broader
safety improvements.*

Real-Life Scenario: Post-Incident Community Engagement Failure in
Graniteville. The importance of effective Stakeholder Outreach, particularly with
the local community, is tragically highlighted by the aftermath of a major chlorine
release in Graniteville, South Carolina. Research conducted following this incident



indicated that the disaster management efforts were heavily focused on the
immediate emergency response, with "almost no community engagement for
long-term recovery".*° This significant lapse in Stakeholder Outreach can have
profound negative consequences. It can erode public trust, impede effective
long-term recovery efforts for affected individuals and the community, and lead to
missed opportunities to address legitimate community concerns, provide
necessary support, and collaboratively develop strategies for future resilience.
Consider a chemical facility that experiences an operational upset resulting in an
noticeable odor or visible smoke plume extending beyond its fenceline. If the
facility management fails to proactively and transparently communicate with the
local community about the nature of the incident, the potential risks (even if
assessed as low), the actions being taken to control the situation, and any
necessary precautions for residents, this failure in outreach can quickly lead to
widespread fear, the spread of misinformation, and significant damage to the
company's reputation and its "license to operate." The communication challenges
encountered during the Deepwater Horizon oil spill, where conflicting information
and a perceived lack of transparency hampered public trust, further underscore
the critical need for robust and empathetic stakeholder engagement, especially
during and after incidents.”’

5. Pillar ll: Understand Hazards and Risk

Overarching Objective and Significance

The second pillar, Understand Hazards and Risk, is fundamental to any effective
process safety management system. Its overarching objective is to ensure that an
organization systematically identifies all potential process hazards and rigorously
evaluates their associated risks.* This comprehensive understanding forms the basis
for informed, risk-based decision-making. It allows organizations to prioritize actions
and allocate limited resources—personnel, time, and capital—in the most effective
manner to control these risks and prevent incidents. Without a thorough grasp of what
can go wrong, how severe the consequences could be, and how often it might
happen, efforts to manage risk can be misguided, inefficient, or altogether
insufficient.

Elements

4.2.1 Process Knowledge Management

e Definition & Principles: This element involves the systematic collection,
documentation, maintenance, accuracy verification, and accessibility of all
information critical to understanding and managing the hazards associated with a



process.” This comprehensive body of information, often referred to as Process
Safety Information (PSI), encompasses details about the chemicals used (e.g.,
toxicity, flammability, reactivity, Safety Data Sheets - MSDSs), the technology of
the process (e.g., process flow diagrams - PFDs, piping and instrumentation
diagrams - P&IDs, safe operating limits, consequences of deviations, chemical
compatibility and reactivity data), and the equipment involved (e.g., materials of
construction, design codes and standards, relief system design and design basis,
ventilation system design).® It is crucial that this information is kept up-to-date
and is readily available to those who need it for their job functions, including
operators, engineers, maintenance personnel, and safety professionals.
Real-Life Scenario: BP Texas City Isomerization Unit Explosion (2005). The
catastrophic explosion at the BP Texas City refinery in March 2005, which
resulted in 15 fatalities and 180 injuries, serves as a stark example of the
consequences of inadequate Process Knowledge Management.” The CSB
investigation identified numerous deficiencies related to the understanding and
documentation of critical process information. For instance, safe operating limits
for the raffinate splitter tower, particularly liquid levels during startup, were not
clearly defined or understood by operators. Procedures for this non-routine
operation were also found to be lacking or misleading. This lack of accurate and
accessible process knowledge directly contributed to the overfilling of the tower,
the subsequent overpressure, and the massive release of flammable
hydrocarbons from the atmospheric vent stack, which then ignited.

Another poignant example from industrial incidents involves a tank roof collapsing
during maintenance activities because the engineering drawings for the tank's
internal supports were not available. The maintenance team proceeded based on
past experience with similar tanks, which proved to be tragically incorrect for that
specific tank design.* This highlights a critical failure in maintaining and providing
access to essential equipment-specific Process Knowledge. If such fundamental
information as safe operating limits, equipment design specifications, chemical
reactivity hazards, or correct P&IDs is inaccurate, outdated, incomplete, or not
readily accessible to personnel, it becomes impossible for them to make sound,
informed decisions. This directly undermines the quality and effectiveness of
subsequent Hazard Identification and Risk Analysis (HIRA), the development of
safe Operating Procedures, the execution of Management of Change (MOC), and
the planning of Asset Integrity tasks.

Incomplete or inaccurate process knowledge acts as a latent failure within the
PSM system. It's not merely about the existence of documents, but about
ensuring these documents are comprehensive, correct, current, easily retrievable,
and, most importantly, understood and utilized by the personnel who rely on them



to perform their jobs safely. A failure in Process Knowledge Management directly
compromises the ability to accurately identify hazards and assess risks, which are
the core functions of this pillar. This, in turn, means that subsequent risk
management efforts under Pillar Il may be based on flawed assumptions, leading
to inadequate safeguards and an increased likelihood of incidents. Therefore,
robust Process Knowledge Management is an indispensable prerequisite for the
effectiveness of numerous other RBPS elements.

4.2.2 Hazard Identification and Risk Analysis (HIRA)

Definition & Principles: Hazard Identification and Risk Analysis (HIRA) is a
systematic and structured process used to proactively identify potential hazards,
analyze the consequences and likelihood of potential incidents, and evaluate the
adequacy of existing safeguards to determine if additional risk reduction
measures are necessary.” HIRA is the core element for understanding hazards
and risks. It seeks to answer three fundamental questions for each identified
hazard scenario:
1. What can go wrong? (Hazard identification and failure scenario development)
2. How bad could it be? (Consequence assessment — e.g., impact on people,
environment, assets)
3. How often might it happen? (Likelihood assessment - e.g., frequency of
initiating events and probability of safeguard failures) .* The process involves
a multidisciplinary team and utilizes various methodologies such as Hazard
and Operability studies (HAZOP), What-If analysis, Checklist analysis, Failure
Modes and Effects Analysis (FMEA), and Layer of Protection Analysis
(LOPA).**
Real-Life Scenario: Systematic HIRA for a Chemical Storage Facility. Imagine
a chemical storage facility is planning to introduce a new, highly reactive and toxic
liquid chemical into its inventory. A critical step before introducing this chemical
would be to conduct a comprehensive HIRA. As part of this process, a
multidisciplinary team (including process engineers, chemists, operators,
maintenance personnel, and safety specialists) would be assembled. Using a
technique like HAZOP, they would systematically review the P&IDs for the new
storage tank and associated piping, the proposed Operating Procedures for
unloading and transfer, and the Process Knowledge documents for the chemical
(e.g., reactivity data, SDS).
During the HAZOP, the team might identify a potential scenario: "Loss of cooling
to the storage tank." The causes could include a power failure to the cooling
system pump (equipment risk, linking to Asset Integrity) or an operator
inadvertently closing a cooling water valve (human factor, linking to Conduct of



Operations and Operating Procedures). The consequences could be a runaway
exothermic reaction within the tank, leading to overpressure, tank rupture (Asset
Integrity failure), and a large toxic release, potentially impacting on-site personnel
and the nearby community (Emergency Management implications). The HIRA
team would then assess the likelihood of this scenario, considering the reliability
of the cooling system and the potential for human error. They would evaluate
existing safeguards, such as a high-temperature alarm, an independent
high-temperature trip that stops reactant feed, and an emergency pressure relief
valve sized for the runaway reaction. If the estimated risk (combination of
consequence and likelihood) is deemed unacceptable based on the company's
risk tolerance criteria (part of Process Safety Culture and potentially Compliance
with Standards), the HIRA team would recommend additional safeguards. These
might include installing a backup power supply for the cooling system, adding an
automated emergency inhibitor injection system, or enhancing operator training
on responding to cooling system failures.

A failure to conduct such a thorough HIRA, or conducting one with incomplete
Process Knowledge (e.g., not understanding the true reactivity of the new
chemical), could lead to a gross underestimation of the risks and, consequently,
inadequate safeguards. This was a contributing factor in the West Fertilizer
Company explosion in 2013, where the fire and explosion hazards of ammonium
nitrate under certain storage conditions were not adequately assessed or
controlled, leading to 15 fatalities.*

6. Pillar lll: Manage Risk

Overarching Objective and Significance

The third pillar, Manage Risk, is where the understanding of hazards and risks,
developed under Pillar I, is translated into concrete actions and robust systems to
control these risks throughout the lifecycle of a facility. This pillar focuses on the
prudent design, operation, and maintenance of processes that pose risks, the
systematic management of changes to those processes to ensure that risk levels
remain tolerable, and the comprehensive preparation for, response to, and
management of incidents that may occur despite preventive measures.* Effective
implementation of the elements within this pillar helps a company deploy and sustain
management systems that support long-term, incident-free, and profitable
operations.

Elements

4.3.1 Operating Procedures



Definition & Principles: Operating procedures are detailed, written instructions
(which can be electronic) that clearly list the steps for performing a given task
and describe how these steps are to be executed safely and correctly. This
includes procedures for all phases of operation: startup, normal operation,
temporary operations, normal shutdown, and emergency shutdown.* Good
operating procedures are more than just step-by-step instructions; they also
describe the process itself, identify known hazards associated with each step,
specify necessary tools and personal protective equipment (PPE), detail the
function and operation of safety systems and controls, and clearly state the
consequences of deviation from critical steps or safe operating limits. They
should be based on accurate Process Knowledge Management and findings from
HIRA, provide troubleshooting guidance, and specify actions to be taken during
emergencies.’

Real-Life Scenario: Vinyl Chloride Monomer (VCM) Plant Incident. A stark
illustration of the critical role of adequate operating procedures (or the lack
thereof) is the incident at a vinyl chloride monomer (VCM) plant described in an
AIChE publication.*” During an operational upset, operators opened a drain valve
on a reactor that was full of liquefied flammable gas. As the hazardous material
escaped and a vapor cloud began to form, the operators attempted to stop the
leak for a full 15 minutes. Tragically, they did not initiate an evacuation. The
accumulating vapor cloud eventually found an ignition source, leading to a
massive explosion and multiple fatalities. A key finding was that the company had
failed to provide clear, unambiguous instructions or triggers within their operating
or emergency procedures specifying when an evacuation should be initiated
versus when attempts to control a leak were appropriate.*” This failure in the
Operating Procedures element, specifically the lack of clear guidance for a
critical emergency action, directly contributed to the severity of the incident.
Similarly, the Danvers, Massachusetts, explosion in 2006, where an operator
reportedly forgot to turn off the heating steam to a tank of flammable solvents,
allowing it to overheat and release vapors that subsequently exploded *, points to
failures in procedural adherence or the adequacy of procedures themselves,
falling under Operating Procedures and Conduct of Operations.

4.3.2 Safe Work Practices

Definition & Principles: Safe work practices are a collection of formal
procedures, permits, and controls designed to manage hazards associated with
non-routine work activities, such as maintenance, repair, modification, and
construction, which are not typically covered by standard operating procedures.*
Common examples include procedures and permits for hot work (e.g., welding,



cutting, grinding), confined space entry, lockout/tagout (LOTO) for energy
isolation, line breaking, and excavation. These practices ensure that such
activities are carefully planned, authorized, and executed with appropriate
precautions to prevent injuries and incidents.

Real-Life Scenario: Hot Work Incident due to LOTO Failure. Consider a
scenario where a maintenance crew is tasked with welding a new bracket onto a
pipe that is connected to a vessel containing flammable liquid. This task
constitutes "hot work." A robust Safe Work Practices system would require a hot
work permit, which would involve verifying that the area is free of flammable
vapors, that appropriate fire-fighting equipment is at hand, and, crucially, that the
pipe and vessel are properly isolated from any source of flammable material. This
isolation would typically be achieved through a Lock-Out/Tag-Out (LOTO)
procedure. If, however, the LOTO procedure is not followed correctly - for
example, a critical isolation valve is not fully closed, locked, and tagged -
flammable vapors could still be present in the pipe. When the welding
commences, sparks could ignite these vapors, leading to an explosion and
potentially severe injuries or fatalities. This type of scenario reflects common
OSHA violations related to the failure to properly implement LOTO procedures *°
or inadequate hazard communication and precautions for non-routine tasks.*°
The CSB has also investigated numerous incidents where hot work ignited
flammable materials due to failures in planning, authorization, and execution of
safe work practices.”

4.3.3 Asset Integrity and Reliability

Definition & Principles: This element focuses on ensuring that equipment critical
to process safety is properly designed, fabricated, installed in accordance with
specifications, and then maintained in a fit-for-service condition throughout its
entire operational lifecycle, until it is safely retired or replaced.” An effective asset
integrity program includes activities such as regular inspections, testing,
calibration, preventive maintenance, and predictive maintenance for critical
equipment like pressure vessels, piping, relief devices, interlocks, control systems,
and emergency shutdown systems. The goal is to prevent catastrophic releases
of hazardous materials or energy due to equipment failure and to ensure the high
availability and reliability of critical safety and utility systems.

Real-Life Scenario: Catastrophic Pipe Failure due to Corrosion. The 2012 fire
at the Chevron Richmond refinery in California provides a compelling example of
an Asset Integrity failure.”® A section of carbon steel piping in the #4 Crude Unit
catastrophically ruptured due to severe thinning caused by sulfidation corrosion,
a known damage mechanism in refineries, particularly for carbon steel



components with low silicon content. The rupture released a large volume of
flammable, high-temperature hydrocarbon process fluid, which partially
vaporized, formed a cloud, and ignited, leading to a major fire. While sulfidation
corrosion was a recognized hazard, the inspection techniques for effectively
identifying and monitoring this specific type of corrosion in low-silicon carbon
steel piping were challenging and, in this case, proved inadequate. This failure in
the Asset Integrity program — specifically, shortcomings in the inspection and
testing practices to ensure the ongoing fitness-for-service of the piping - led
directly to the loss of containment.

Similarly, the fire at the Marathon Petroleum refinery in Texas City in 2023 was
triggered by the failure of a pump coupling.** Significantly, this coupling had been
identified as damaged nearly a year prior to the incident, but the necessary repair
was never performed. This represents a critical gap in the mechanical integrity
program, specifically in the follow-up and execution of corrective maintenance
actions identified through inspections. These incidents powerfully underscore the
necessity of robust, well-implemented Asset Integrity programs that not only
identify potential degradation and failure modes but also ensure timely and
effective corrective actions are taken to maintain equipment reliability and
prevent catastrophic failures.

4.3.4 Contractor Management

Definition & Principles: This element establishes a system of controls and
practices to ensure that work performed by contract employees is conducted
safely and that the services provided by contractors do not introduce new
hazards or increase existing operational risks at the facility.* Effective contractor
management includes processes for selecting qualified contractors based on
their safety performance and capabilities, clearly defining roles and
responsibilities for safety, providing contractors with necessary site-specific
hazard information and safety training, coordinating work activities, and
monitoring contractor safety performance on an ongoing basis.

Real-Life Scenario: Contractor Welding Ignites Flammable Vapors. Multiple
incidents documented by regulatory bodies and safety organizations highlight
failures in Contractor Management. In one case reported by the European
Commission's Major Accident Hazards Bureau, contract workers were tasked with
installing a new pipe connection between storage tanks.*® To prepare for welding,
they entered a tank to remove crude oil residue. On the day of the accident, one
worker unsafely inserted a lit oxy-acetylene welding torch into the tank hatch and
then into an open nozzle on the opposite side to "verify" that all flammable vapor
had been removed. Almost immediately after the actual welding operation began



on the new connection, sparks ignited flammable vapor escaping from an
open-ended pipe on a different, nearby storage tank that was not directly
involved in their primary task.“®

In another documented incident, contractors began welding activities above a
tank containing a potassium carbonate solution saturated with hydrogen sulfide
(a flammable gas) without a formal written hot work permit for operating on a live
facility. Sparks from the welding entered the tank through an open probe, igniting
the hydrogen sulfide and causing an explosion that killed one worker and
seriously injured another.*® These examples illustrate critical breakdowns in
Contractor Management, including: inadequate instruction of contract employees
on known potential fire, explosion, or toxic release hazards related to their job and
the process “°; failure to ensure that contract employees follow the safety rules of
the facility, including required safe work practices *°; and insufficient oversight
and authorization of contractor work, particularly high-hazard activities like
welding in or near process areas.

4.3.5 Training and Performance Assurance

Definition & Principles: This element focuses on providing practical instruction
and training to enable workers (both employees and contractors) to meet
minimum initial performance standards for their job roles, maintain their
proficiency over time, and qualify for new or more demanding positions.*
Performance assurance is an integral and ongoing component, involving
processes to verify that workers have understood the training, can apply it
effectively in practical situations, continue to meet performance standards, and to
identify any needs for additional or refresher training.*’ Training should cover
job-specific tasks, hazard recognition, safe work practices, operating procedures,
emergency procedures, and relevant aspects of the PSM system.

Real-Life Scenario: Inadequate Operator Training Leading to Vessel Overfill.
The 2005 BP Texas City refinery explosion, a seminal event in process safety
history, involved the overfilling and overheating of a distillation tower during
startup, leading to a massive release of flammable liquids and vapor from an
atmospheric vent stack, which subsequently ignited.*® Investigations by the CSB
and others pointed to numerous contributing factors, including deficiencies in
operator training and competency for the specific non-routine task of starting up
the isomerization unit. If operators are not adequately trained on critical startup
procedures, the specific hazards associated with abnormal conditions (like high
liquid levels in a distillation column), the correct response to critical alarms, or the
precise consequences of deviating from safe operating limits, their actions or
inactions can directly lead to or significantly exacerbate an incident.*



Furthermore, the CSB's investigation into the BP Texas City incident noted that
supervisory personnel had signed off on pre-startup equipment checks as if they
had been properly completed, despite being aware of existing equipment
problems (such as a malfunctioning level transmitter on the tower).** This not only
reflected the prevalence of production pressures over safety but also indicated
potential failures in Performance Assurance — ensuring that critical safety tasks,
including verification of equipment readiness by competent personnel, are
actually performed to the required standard. A robust Training and Performance
Assurance system would include not only initial training but also regular refresher
training, competency assessments (e.g., simulations, on-the-job evaluations), and
verification that critical safety duties are being performed correctly.

4.3.6 Management of Change (MOC)

Definition & Principles: Management of Change (MOC) is a formal, systematic
process used to review and authorize any proposed temporary or permanent
adjustments to facility design, process technology, operating procedures, raw
materials, equipment, staffing, or other activities before the change is
implemented.” The primary goal of MOC is to ensure that changes do not
inadvertently introduce new, unforeseen hazards or unknowingly increase the
risks associated with existing hazards. A robust MOC process typically includes a
technical review of the proposed change, a hazard analysis to identify potential
impacts, development of any necessary risk control measures, authorization by
appropriate personnel, communication of the change to all affected personnel,
updates to relevant documentation (such as P&IDs, operating procedures, and
training materials), and training for those impacted by the change.

Real-Life Scenario: The Bhopal Disaster and MOC Failures. The 1984 Bhopal
disaster in India, where a massive release of highly toxic methyl isocyanate (MIC)
gas from a Union Carbide pesticide plant led to thousands of deaths and
hundreds of thousands of injuries, stands as one of history's worst industrial
accidents. Investigations revealed that several critical MOC failures contributed to
the catastrophe.>® For instance, key safety systems designed to mitigate an MIC
release, such as the vent gas scrubber and the flare tower, were either not in full
working order or had been taken out of service for maintenance without a proper
MOC process. Deactivating such critical safety systems represents a significant
change to the facility's risk profile. A rigorous MOC procedure would have
mandated a thorough hazard review to assess the potential consequences of
operating without these safeguards and would have likely required
implementation of alternative or interim safety measures before authorizing such
a change.*



Similarly, the 1974 Flixborough disaster in the UK, where an explosion killed 28
people and extensively damaged the plant, was triggered by the failure of a
temporary bypass pipe installed to bridge a gap left by a removed reactor.> This
modification was made without adequate engineering design, hazard review, or
formal authorization - a classic MOC failure. These incidents underscore that
MOC is not merely an administrative exercise; it is a critical control point designed
to prevent the introduction of new, unassessed risks or the exacerbation of
existing ones. Failures in MOC often arise from an incomplete understanding of
the full scope and potential ripple effects of a proposed change (which links to
deficiencies in Process Knowledge Management and HIRA), or from an
organizational culture that prioritizes expediency or cost-saving over thorough
safety reviews (a failure in Process Safety Culture). The effectiveness of the MOC
element is, therefore, highly dependent on the strength and rigor of other RBPS
elements and the overarching commitment to safety within the organization.

4.3.7 Operational Readiness

Definition & Principles: This element ensures that processes, equipment, and
systems are in a safe condition for startup or restart after any period of shutdown.
This applies to all types of startups, including those after new construction or
major modification (often covered by a Pre-Startup Safety Review or PSSR), after
routine maintenance, after brief operational interruptions, after extended
shutdowns (e.g., mothballing), or after precautionary shutdowns.* The
Operational Readiness review is broader than the typical PSSR mandated by
some regulations (like OSHA PSM), as it addresses the full spectrum of shutdown
and startup conditions. The rigor and scope of the readiness review are typically
tailored to the duration of the shutdown and the nature of any work conducted
during that period.

Real-Life Scenario: Pre-Startup Safety Review (PSSR) for a Modified Unit.
Before restarting a chemical reactor unit that has undergone significant
modifications—such as the installation of a new catalyst, an upgraded control
system, or major equipment replacement—a thorough Operational Readiness
review, typically including a formal PSSR, is essential.*® This process involves
systematic checks and verifications to confirm several critical aspects: that the
construction and equipment installation conform to the approved design
specifications; that all necessary safety, operating, maintenance, and emergency
procedures have been reviewed, updated to reflect the changes, and are deemed
adequate; that any recommendations arising from the HIRA conducted as part of
the Management of Change process for the modifications have been fully
implemented and verified; and that all personnel involved in operating and



maintaining the modified unit have received adequate training on the changes.*

For instance, a PSSR checklist ** would be used to confirm items like the correct
installation of new instruments, the functional testing of critical interlocks and
alarms associated with the upgraded control system, the availability of updated
operating procedures reflecting new control strategies, and the confirmation of
operator competency through training records. If, due to oversight or time
pressure, a PSSR checklist is merely "pencil-whipped" (i.e., signed off without
proper verification) and fails to identify that a critical safety interlock, modified
during the upgrade, was not functionally tested after installation, the subsequent
startup of the unit could lead to an immediate and potentially severe incident if
that interlock is called upon to act but fails.

4.3.8 Conduct of Operations

Definition & Principles: Also referred to as "operational discipline" or "formality
of operations," this element focuses on institutionalizing the pursuit of excellence
in the performance of every operational task and minimizing undesirable
variations in performance.* It requires that workers at all levels perform their
duties with a high degree of alertness, careful thought, sound knowledge, good
judgment, professional pride, and personal accountability. Key aspects include
strict adherence to written operating and safe work procedures, formal and clear
communication between workers, shifts, and work groups (e.g., during shift
handovers), diligent monitoring of process conditions and equipment status,
maintaining high standards of housekeeping, and ensuring that all personnel are
fit for duty.”

Real-Life Scenario: Human Error in Critical Valve Alignment. Consider an
operator in a chemical plant who, due to time pressure from production demands
or a momentary lapse in attention '°’, misaligns a series of critical valves during a
complex product transfer operation. This action deviates from the established
written operating procedure for the transfer. As a result of this misconfiguration,
an incorrect chemical is inadvertently routed from a bulk storage tank to a day
tank intended for a different material. The incompatible chemicals react violently
in the day tank, leading to an uncontrolled exotherm, overpressure, and a release
of toxic fumes. This scenario exemplifies a failure in Conduct of Operations,
specifically in areas such as strict adherence to procedures, meticulous attention
to detail during critical manipulations, and potentially a lack of robust
self-checking or peer-checking mechanisms before initiating the transfer.* The
historic Windscale fire in the UK, attributed in part to operator error and
competency issues while operating the reactor under unusual and high-demand
conditions to produce tritium *, also serves as an example of failures in the



disciplined conduct of operations.

4.3.9 Emergency Management

Definition & Principles: This element involves developing, implementing, and
maintaining comprehensive plans and capabilities to effectively prepare for,
respond to, and recover from potential emergencies that could occur at a facility.*
This includes identifying credible emergency scenarios based on hazard analyses,
developing detailed emergency response plans (ERPs), providing necessary
emergency equipment and resources (e.g., fire-fighting systems, spill control
materials, PPE, medical supplies, communication systems), training personnel
(including employees, contractors, and specialized emergency response teams)
on their roles and responsibilities, conducting regular drills and exercises to
practice and improve the plan, establishing clear communication protocols with
on-site personnel, off-site emergency services, regulatory agencies, and the local
community, and effectively communicating with all stakeholders during an actual
incident.

Real-Life Scenario: Ajka Red Sludge Spill and Emergency Response. The
2010 collapse of a retaining wall at a caustic waste reservoir of the Ajka Alumina
plant in Hungary resulted in the release of nearly two million cubic meters of toxic
red sludge, which flooded several nearby villages, causing 10 fatalities and
injuring nearly 300 people.** The immediate emergency response involved
extensive search and rescue operations, mass evacuations from the most
affected areas, provision of first aid and medical transport, establishment of
temporary shelters for displaced persons, and distribution of protective
equipment such as masks and rubber boots.>

However, a critical challenge during the initial phase of this disaster was that
many local residents, and even some first responders, were unaware of the
extreme toxicity and caustic nature of the "red mud".>* An effective Emergency
Management program, informed by a thorough HIRA of the waste reservoir, would
have pre-identified the specific hazards of the red sludge (including its chemical
burns potential). The ERP would then have included clear communication
protocols to rapidly inform the public and all responding personnel about these
specific risks and the necessary protective measures. Regular drills simulating
such a dam failure and sludge release would have better prepared both the
on-site personnel and local emergency services for the specific challenges posed
by this type of hazardous material. The chemical spill in West Virginia, which
contaminated the water supply for over 300,000 people, also highlighted the
severe consequences of a lack of adequate emergency planning and



preparedness on the part of the facility owner.>

7. Pillar IV: Learn from Experience

Overarching Objective and Significance

The fourth and final pillar, Learn from Experience, is crucial for the dynamism and
continual improvement of any process safety management system. Its overarching
objective is to ensure that an organization systematically captures, analyzes, and acts
upon information and lessons derived from both internal and external sources.* This
includes learning from its own incidents, near-misses, audit findings, and performance
metrics, as well as from the experiences and best practices of other organizations
within the industry and beyond. This pillar emphasizes that mistakes, failures, and
even successes should be treated as valuable opportunities to strengthen process
safety barriers, correct deficiencies, and enhance overall PSM effectiveness, thereby
preventing the recurrence of incidents and fostering a culture of continuous
improvement.

Elements
4.4.1 Incident Investigation

e Definition & Principles: This element establishes a formal and systematic
process for reporting, tracking, investigating, and documenting all process safety
incidents and significant near-misses.” The primary goal of these investigations is
to identify not just the immediate causes but, more importantly, the underlying
systemic root causes and contributing factors. The process includes forming an
appropriate investigation team, using effective data collection and analysis
techniques, developing technically sound recommendations to prevent
recurrence, tracking the implementation of these recommendations to
completion, and sharing lessons learned throughout the organization and, where
appropriate, with the wider industry.

e Real-Life Scenario: Investigating a Near-Miss to Prevent a Major Event.
Consider a scenario in a manufacturing facility where a maintenance worker trips
over a discarded cardboard box left in a walkway but manages to catch their
balance and avoid an injury.*® This event, while not resulting in harm, is a classic
"near-miss" — an incident that had the potential for injury under slightly different
circumstances. A robust Incident Investigation process would ensure that this
near-miss is promptly reported by the worker or a witness. An investigation, even
a relatively simple one for a minor near-miss, might then be initiated. This
investigation could reveal that the underlying root cause was not just
carelessness but, perhaps, inadequate provision of waste disposal bins in that



work area, or a lack of clear accountability for housekeeping in shared spaces.>
Based on these findings, corrective actions could be implemented, such as
installing additional bins, clarifying housekeeping responsibilities in procedures,
and reinforcing expectations during toolbox talks. By thoroughly investigating this
seemingly minor near-miss and addressing its root causes, the organization can
prevent a future occurrence where another worker might trip over a similar
obstruction and suffer a serious injury, such as a fracture or head trauma.>
Failure to investigate near-misses represents a lost opportunity to identify and
correct latent hazards and system deficiencies before they contribute to more
severe incidents. The CSB has noted that a common theme in major accidents is
the failure of companies to learn effectively from their own past experiences or
those of others.”

4.4.2 Measurement and Metrics

Definition & Principles: This element involves identifying, collecting, analyzing,
and using relevant process safety metrics to monitor the near-real-time
effectiveness and efficiency of the RBPS management system as a whole, as well
as its individual constituent elements and work activities.” It is widely recognized
that a combination of both leading and lagging indicators provides the most
comprehensive picture of process safety performance.*® Lagging indicators (e.g.,
number of loss of primary containment incidents, injury rates) measure past
outcomes and are generally not sensitive enough on their own for continuous
improvement due to the low frequency of major process safety incidents. Leading
indicators (e.g., percentage of overdue HIRA recommendations, rate of improperly
performed line breaking activities, completion rate of critical safety training) are
proactive measures that monitor the performance of key safety barriers and
systems, providing early warnings of potential weaknesses before an incident
occurs.”

Real-Life Scenario: Using Leading Indicators for PSV Testing. A refinery, as
part of its Asset Integrity program, decides to track the "percentage of scheduled
Pressure Safety Valve (PSV) tests completed on time" as a key leading indicator.
Their target is 100% on-time completion. Data is collected monthly. If this metric
consistently shows 100% completion, it provides some assurance that this critical
safety barrier is being maintained as intended. However, if the metric drops to,
say, 85% in a given month, and then to 80% the following month, this signals a
potential degradation in the effectiveness of their PSV maintenance program.®°
This proactive monitoring, a core function of the Measurement and Metrics
element, allows management to investigate the reasons for the overdue testing
(e.g., insufficient maintenance resources, planning deficiencies, unavailability of



spare parts) and implement corrective actions before a PSV potentially fails to
operate correctly during an actual overpressure event (which would be a lagging
event, possibly resulting in equipment damage or a release). Conversely, if the
refinery only tracked the number of PSV failures on demand (a lagging indicator),
they would only become aware of a problem after a failure had already occurred,
potentially with severe consequences.®’ This illustrates how leading metrics
provide opportunities for preemptive intervention.

4.4.3 Auditing

Definition & Principles: Auditing in the RBPS context involves periodic,
systematic, and critical evaluations of the design and implementation
effectiveness of the process safety management system and its elements.* Audits
are intended to verify that the PSM systems are performing as intended, that they
conform to company and regulatory standards, and to identify opportunities for
improvement. This element complements other RBPS control and monitoring
activities such as Management Review, Measurement and Metrics, and routine
inspections conducted under elements like Asset Integrity and Conduct of
Operations. A robust auditing system includes processes for scheduling audits,
defining their scope, staffing audit teams with competent personnel, conducting
the audit (through document reviews, interviews, and field verifications),
documenting findings and recommendations, and tracking the resolution of
corrective actions.

Real-Life Scenario: Audit Finding Reveals Systemic MOC Weakness. A
chemical manufacturing plant is undergoing its mandated three-year PSM
compliance audit, as required by regulations like OSHA PSM.** The audit team,
composed of both internal and external experts, dedicates specific attention to
the Management of Change (MOC) element. During their review of MOC records
and interviews with plant personnel, they discover a pattern: several "temporary"
changes, such as temporary piping installations or control system bypasses, have
remained in place well beyond their authorized time limits without formal
re-evaluation or re-authorization. Furthermore, they find instances where smaller
operational or equipment changes were implemented without being subjected to
the formal MOC process at all, with personnel citing reasons of expediency or a
perception that the changes were "too minor" to warrant a full MOC review. These
Auditing findings reveal not just isolated lapses but a systemic weakness in the
implementation and cultural acceptance of the MOC element. If these audit
findings are not effectively addressed through robust corrective actions (e.g.,
retraining personnel on MOC requirements, strengthening the MOC procedure to
better define "temporary" and criteria for MOC applicability, improving oversight),



the unassessed risks associated with these unauthorized or improperly managed
changes could accumulate and eventually contribute to a significant incident.
Historical cases have shown that failure to follow up on critical audit findings has
been a precursor to major accidents.®

4.4.4 Management Review and Continuous Improvement

Definition & Principles: Management review is the routine, periodic evaluation
by an organization's leadership of whether its process safety management
systems are performing as intended, achieving the desired results, and doing so
efficiently.” It serves as an ongoing "due diligence" review by management,
bridging the gap between daily operational activities and less frequent, formal
audits. This element requires a system for scheduling these reviews, staffing them
with appropriate management personnel, systematically evaluating the
performance of RBPS elements (often using data from Measurement and Metrics
and Auditing), identifying areas for improvement, developing action plans, and
verifying the implementation and effectiveness of these improvements.

Real-Life Scenario: Annual Management Review Drives PSM Enhancements.
The leadership team of a pharmaceutical manufacturing facility conducts an
annual formal Management Review of its RBPS program.®* As input to this review,
they consider: recent Incident Investigation reports and trend analyses; key
performance indicators from the Measurement and Metrics program (both
leading and lagging); findings and outstanding recommendations from the latest
internal and external PSM Audits; and feedback gathered through Workforce
Involvement initiatives, such as safety committee meetings and suggestion
programs.

During one such review, the management team observes that while compliance
with scheduled operator training is high (a positive leading indicator from Training
and Performance Assurance), the rate of near-miss reporting related to
deviations from standard operating procedures is unexpectedly low. This prompts
a deeper discussion and investigation. Further inquiry, perhaps through focused
discussions with supervisors and operators, reveals that many operators find
certain critical operating procedures to be overly complex, difficult to use in the
field, or outdated. As a result, there's a reluctance to formally report minor
procedural deviations if no immediate negative consequence occurs. Based on
this insight gained during the Management Review, leadership decides to allocate
specific resources to a project aimed at revising and simplifying key operating
procedures with direct input from experienced operators. They also decide to
enhance refresher training to specifically address the importance of procedural
adherence and the mechanisms for reporting procedural deficiencies or



near-misses. This targeted action, driven by the Management Review process,
exemplifies how this element fosters continuous improvement in the overall PSM
system.

8. The Interconnected Web: Element Interdependencies and
Systemic Influences

How RBPS Elements Support Each Other: A Systems Perspective

The twenty elements of the CCPS Risk-Based Process Safety framework are not
designed to function in isolation. Instead, they form a highly interconnected and
interdependent system where the strength and effectiveness of one element often
rely on, or contribute to, the robustness of others.” This systemic nature means that a
comprehensive approach to process safety requires understanding these linkages.

For example, effective Hazard Identification and Risk Analysis (HIRA), a cornerstone of
Pillar Il (Understand Hazards and Risk), is fundamentally dependent on accurate,
complete, and accessible Process Knowledge Management (also Pillar 11).* If the
information regarding chemicals, technology, or equipment is flawed or missing, the
HIRA process cannot reliably identify all potential hazards or accurately assess their
risks. The outputs from a robust HIRA then become critical inputs for several elements
in Pillar 1l (Manage Risk). For instance, identified hazards and recommended
safeguards from HIRA directly inform the development and content of Operating
Procedures, the establishment of Safe Work Practices, and the focus areas for Asset
Integrity and Reliability programs.

Similarly, the Management of Change (MOC) element (Pillar 1ll) is deeply intertwined
with others. Any proposed change must undergo a HIRA to evaluate its potential
impact on safety. The outcomes of the MOC process, in turn, necessitate updates to
Process Knowledge Management (e.g., revising P&IDs or equipment specifications),
Operating Procedures, and Training and Performance Assurance programs to ensure
all affected personnel are aware of and competent to manage the change.®’

The elements within Pillar IV (Learn from Experience) also demonstrate strong
interdependencies. Findings from an Incident Investigation should trigger reviews and
potential updates to Process Knowledge Management, HIRA methodologies or
specific assessments, Operating Procedures, Safe Work Practices, Training programs,
and even MOC procedures if systemic flaws in how changes are managed are
identified as root causes. Measurement and Metrics provide data that feeds into
Auditing and Management Review, which then drive continuous improvement across
all elements. This interconnectedness creates a dynamic system where elements



mutually reinforce each other when functioning well.

The Ripple Effect: Impact of Systemic Failures on Multiple RBPS Elements

Just as strong elements can reinforce each other, systemic failures in foundational
areas can have a detrimental ripple effect, weakening multiple RBPS elements
simultaneously.

Deficient Safety Culture: As elaborated under element 4.1.1, a weak Process
Safety Culture is perhaps the most pervasive systemic failure. If safety is not
genuinely valued as a core principle by the organization, and if leadership does
not consistently demonstrate this commitment, then adherence to standards, the
development of competency, meaningful workforce involvement, rigorous MOC,
disciplined conduct of operations, and the willingness to learn from incidents will
all be compromised.” The "normalization of deviance"—where unsafe practices or
conditions become accepted over time—is a particularly insidious cultural failure
mode."”

o Case Study Example (Normalization of Deviance): The CSB investigations
into the Tesoro Anacortes refinery explosion and the Chevron Richmond
refinery fire offer clear examples.” In both instances, management had
allowed hazardous conditions, such as known equipment leaks, to persist and
become "normalized." This cultural acceptance of operating outside safe
limits directly eroded the Asset Integrity element by permitting equipment to
function in a degraded state. It likely led to Operating Procedures being
implicitly or explicitly bypassed to maintain production despite these known
issues. Furthermore, any Management of Change implemented to address
these leaks might have been superficial or delayed due to this ingrained
acceptance of deviation. Critically, the Learn from Experience pillar was
weakened because these recurring small incidents (leaks) did not trigger
effective, systemic corrective actions, allowing the underlying risks to escalate
until a major event occurred. This illustrates how a cultural flaw like
normalization of deviance can systematically degrade multiple technical and
managerial safety barriers.

Leadership Lapses: The failure of senior leadership to visibly champion process

safety, allocate necessary resources, and consistently enforce established

standards has a cascading negative impact throughout the PSM system.* Such

lapses directly contribute to a poor Process Safety Culture. They can also lead to
inadequate investment in Process Safety Competency development, suppression
or discouragement of Workforce Involvement, and a general failure to effectively

Learn from Experience because lessons are not prioritized or acted upon. The



Buncefield storage terminal fire and explosion in the UK was linked, in part, to
leadership and management system failures.”

@)

Case Study Example (Leadership Failure): The IChemE paper on process
safety leadership cites major accidents like Piper Alpha and BP Texas City as
instances where senior leaders failed to cultivate the right safety culture and
were often disconnected from the realities of frontline operations.” If
leadership, for instance, consistently prioritizes short-term production targets
over adherence to safety procedures (as illustrated in the methanol plant
scenario where a plant manager initially resisted following a pre-approved
blind list for safety *?), this sends a powerful, detrimental message that
directly weakens the Process Safety Culture. This can manifest in various
ways: operators may feel pressured to bypass Safe Work Practices to meet
schedules, engineers might rush MOC reviews for "quick fixes," and Asset
Integrity programs may be under-resourced, leading to deferred maintenance
on critical equipment. These actions, driven by leadership priorities,
compromise multiple elements within the "Manage Risk" pillar and
significantly increase the likelihood of an incident.

Complacency: A prolonged period of good safety performance, paradoxically,
can breed complacency. This leads to a diminished "sense of vulnerability," which
is a key feature of a strong safety culture.* Complacency can manifest as less
rigorous Auditing (treating it as a tick-box exercise), superficial Management
Reviews (failing to critically examine performance), and a gradual decline in
vigilance and adherence to Safe Work Practices as personnel become overly
comfortable with routine hazards.’

o

Case Study Example (Complacency): While a specific major accident
directly attributed to complacency with a full RBPS element breakdown is not
detailed in the provided materials, the potential impact is clear. If, for example,
a facility has operated for years without a major incident, management might
develop a false sense of security, believing their existing systems are
infallible.”” This can lead to a reduction in the perceived need for
thoroughness. Auditing processes might become less probing, focusing on
superficial compliance rather than deep systemic weaknesses. Management
Reviews might gloss over subtle negative trends in leading indicators,
dismissing them as minor fluctuations. Adherence to Safe Work Practices,
such as detailed pre-task hazard assessments for non-routine jobs, might
become lax as workers feel the tasks are "routine" and "safe enough.” This
gradual erosion of vigilance and rigor across multiple elements, driven by
complacency, silently increases the risk profile of the facility until a triggering



event exposes the accumulated latent weaknesses.

The interconnected nature of the RBPS elements means that a significant failure in a
foundational element, such as Process Safety Culture or Process Knowledge
Management, doesn't remain isolated. It creates vulnerabilities and can trigger direct
failures in other dependent elements, potentially leading to a cascade of breakdowns
across the entire PSM system. Effective process safety management, therefore,
requires not only the implementation of individual elements but also a profound
understanding and active management of their complex interactions. Audits, incident
investigations, and management reviews should specifically look for these
interdependencies and potential cascading failure modes to ensure holistic system
integrity.

9. Navigating Challenges and Embracing Evolution in RBPS

Common Hurdles in RBPS Implementation

Implementing a comprehensive Risk-Based Process Safety system, while crucial for
preventing major incidents, is not without its challenges. Organizations often
encounter several common hurdles that can impede successful adoption and
sustained effectiveness. Recognizing these challenges proactively is the first step
towards developing strategies to overcome them.

e Organizational Culture: Perhaps the most significant and pervasive challenge is
establishing and maintaining a strong Process Safety Culture. This requires an
unwavering commitment to safety as a core value from the highest levels of
management down to frontline workers.” Resistance to change, where existing
norms and behaviors prioritize production or expediency over safety, can be
deeply entrenched and difficult to overcome. Fostering a culture of open
reporting, learning from mistakes, and empowering employees to voice safety
concerns requires sustained leadership effort and visible actions.”

e Technical Expertise: RBPS implementation demands a deep understanding of
process safety principles, hazard identification techniques, risk assessment
methodologies (such as HAZOP, LOPA, QRA), and the specific technologies in
use.” Many organizations, particularly smaller ones, may lack sufficient in-house
technical expertise or find it challenging to attract and retain skilled process
safety professionals.

e Data Collection and Management: Effective RBPS relies heavily on accurate,
complete, and up-to-date data regarding process hazards, equipment histories,
operating parameters, past incidents, and the performance of control measures.”
Establishing robust systems for collecting, managing, analyzing, and



disseminating this vast amount of information can be a significant undertaking,
especially if existing data systems are fragmented or inadequate.

e Financial Constraints: Implementing and maintaining a comprehensive RBPS
system can be resource-intensive. Costs are associated with dedicated
personnel, specialized training programs, acquisition of risk assessment software
or tools, equipment upgrades for improved safety, and the time commitment
required for activities like HIRA, audits, and incident investigations.” Justifying
these financial investments can be particularly challenging in organizations that
have not recently experienced a significant process safety incident, as the
benefits are often in the prevention of future events.

e Complexity: The CCPS RBPS framework, with its 20 distinct elements, can
appear complex and daunting, especially for organizations new to formal PSM.™
Understanding the nuances of each element and how they interrelate requires
dedicated effort and a systematic approach to implementation.

¢ Integration with Existing Systems: Many organizations already have existing
management systems in place, such as Quality Management Systems (QMS) (e.g.,
ISO 9001) or Environmental Management Systems (EMS) (e.g., ISO 14001).
Integrating RBPS effectively with these existing systems to avoid duplication,
ensure consistency, and leverage common processes can be a complex task.™

e Maintaining the System: RBPS is not a one-time project but an ongoing process
that requires continuous monitoring, evaluation, and improvement to remain
effective and relevant.” Sustaining the effort, ensuring procedures are kept
current, conducting regular refresher training, and adapting the system to
organizational or operational changes demands ongoing commitment and
resources.

Table 2: Common Challenges in RBPS Implementation and Potential Mitigation
Strategies

Challenge Description of Challenge Potential Mitigation
Strategies
Organizational Culture Resistance to change; safety Strong, visible leadership
not perceived as a core value; commitment; clear
lack of leadership communication of safety

commitment; fear of blame. " values; employee engagement
programs; establishing a just
culture; celebrating safety
successes; transparent
incident reporting and




learning. ™

Technical Expertise

Insufficient in-house
knowledge of PSM principles,
risk assessment
methodologies, or specific

technologies. ®

Invest in comprehensive
training programs; hire
experienced process safety
professionals; utilize external
consultants for specialized
tasks; foster knowledge
sharing within the
organization; participate in
industry forums.

Data Collection & Mgt.

Difficulty in gathering
accurate, complete, and
timely data; fragmented or

inadequate data systems. "®

Invest in integrated data
management systems;
establish clear data collection
protocols and responsibilities;
implement digital tools for
data capture and analysis;
ensure data quality checks.

Financial Constraints

High initial and ongoing costs
for personnel, training,
technology, and system
maintenance; difficulty
justifying preventative

investments. "

Develop a phased
implementation plan; prioritize
based on risk assessments;
clearly articulate the business
case for process safety (cost
of incidents vs. cost of
prevention); seek
cost-effective solutions where
appropriate; integrate PSM
into overall business planning.

Complexity of RBPS

The 20-element framework
can seem overwhelming;
difficulty understanding
interrelations and

implementation details. ™

Adopt a phased approach,
starting with foundational
elements; utilize CCPS
guidelines and training
materials; break down
implementation into
manageable tasks; seek
guidance from experienced
practitioners or consultants.

Integration with Systems

Difficulty aligning RBPS with
existing QMS, EMS, or other
management systems, leading

Map RBPS elements to
existing system requirements;
identify common processes




to duplication or conflict. and opportunities for
integration; develop an

overarching management
system framework; ensure
clear roles and responsibilities
for integrated elements.

System Maintenance RBPS requires continuous Establish robust Measurement
monitoring, evaluation, and and Metrics, Auditing, and
updating to remain effective; Management Review

risk of stagnation over time. ™ processes; assign clear
ownership for each RBPS

element; schedule regular
reviews and updates of
procedures and risk
assessments; foster a culture
of continuous improvement.

The Evolving Landscape: Adapting RBPS for Emerging Risks

The field of process safety is not static; it must evolve to address new and emerging
risks. The RBPS framework, while robust, requires ongoing adaptation and
interpretation to remain effective in the face of these changing threats. Two
particularly significant emerging risk areas are cybersecurity and advanced human
factors.

e Cybersecurity:
The increasing reliance of the process industries on sophisticated computer
systems for basic process control (BPCS), safety instrumented systems (SIS), and
operational data management has introduced significant vulnerabilities to
cybersecurity threats.75 Traditional process safety risk assessments often
assume that incidents are initiated by single, independent failures (e.g.,
equipment malfunction or human error) and that the subsequent sequence of
events is largely predictable. However, a deliberate cyberattack on Safety,
Controls, Alarms, and Interlocks (SCAI) systems fundamentally undermines this
assumption, as an attacker could potentially cause multiple, simultaneous failures
or manipulate systems in unforeseen ways.76
The CCPS has recognized this critical gap and advocates for applying RBPS
concepts and techniques to the management of cybersecurity risks.” This
involves developing comprehensive cybersecurity policies, detailed
implementation plans, and robust threat response plans that are integrated with
existing process safety management systems.' Several RBPS elements require
specific adaptation to address cyber threats:



Hazard Identification and Risk Analysis (HIRA): Traditional HIRA
methodologies (like HAZOP) must be expanded to include cyber-attack
scenarios. This involves conducting “cyber-PHAs" or "cyber-HAZOPs" that
consider how cyber vulnerabilities in industrial control systems (ICS) could
lead to physical consequences (e.g., loss of containment, explosion).
Techniques like cyber LOPA and cyber Bow-Tie analysis can help in assessing
these risks and the effectiveness of cyber-specific safeguards.”™ The CCPS
book "Managing Cybersecurity in the Process Industries: A Risk-based
Approach" dedicates a chapter to HIRA for cybersecurity and provides
detailed examples, including a cyber PHA/LOPA example in its appendix.”™
Management of Change (MOC): The MOC process must now rigorously
evaluate the cybersecurity implications of any changes to process control
systems, software, hardware, or network configurations. This includes
changes like Industrial Control System (ICS) patching, software updates,
introduction of new networked devices, or changes to remote access
protocols.®” The CCPS monograph "Risk Based Process Safety During
Disruptive Times" specifically notes the need to manage increased
cybersecurity risks that may arise during crises due to rapid changes in
operating modes or staffing.®®

Asset Integrity and Reliability: This element must extend to encompass the
cyber resilience of Safety Instrumented Systems (SIS) and Basic Process
Control Systems (BPCS). This includes ensuring secure configurations,
implementing robust access controls, regular vulnerability testing and
assessment, timely application of security patches (managed via MOC), and
monitoring for unauthorized changes or anomalous behavior.*?

Operational Readiness: Pre-Startup Safety Reviews (PSSRs) and other
readiness checks must include verifications of the cybersecurity posture of
control systems. This ensures that systems are securely configured, security
patches are up-to-date, and access controls are functioning correctly before
a process is started or restarted.®®

Emergency Management: Facility emergency response plans must be
updated to account for scenarios where process control and safety systems
may be compromised or rendered unreliable due to a cyberattack (e.g.,
sabotage, ransomware). Response strategies may need to rely less on
automated systems and more on manual interventions or pre-defined safe
shutdown states.™

Training and Performance Assurance: Operator and other relevant
personnel competency must be expanded to include cybersecurity
awareness. This includes training on recognizing phishing attempts, social



engineering tactics, safe remote access procedures, and basic cyber incident
response protocols.”
e Advanced Human Factors:

While human error has always been a recognized factor in process safety
incidents 96, the understanding and integration of Human Factors Engineering
(HFE) principles are evolving towards more sophisticated approaches. The CCPS
"Human Factors Handbook for Process Plant Operations" provides
comprehensive guidance on incorporating HFE principles into the design of
processes and work tasks, as well as into plant operations and maintenance
activities.97 The goal is to improve human reliability, minimize the potential for
human error, optimize the working environment for human well-being and
performance, and enhance overall system safety.97 This involves a deeper
consideration of cognitive workload, decision-making under stress, alarm
management, procedure design, and the human-machine interface.
The Human Integrity Management System (HIMS) maturity model, for example,
proposes a structured way to integrate human factors considerations directly with
RBPS elements, using a 5-level maturity scale and Bow-Tie analysis to identify
and manage human-related risks.’® During disruptive times, such as a pandemic,
the management of human performance becomes even more critical. Factors like
increased anxiety, stress, fatigue due to altered work schedules or personal
circumstances, and the challenges of remote work can significantly impact
cognitive function and increase the likelihood of errors. These human factors
considerations directly influence RBPS elements such as Process Safety Culture
(e.g., maintaining a reporting culture despite distractions), Stakeholder Outreach
(e.g., effectively communicating with a remote or stressed workforce), and
Conduct of Operations (e.g., managing fatigue and ensuring procedural
adherence under pressure).®®

Table 3: Cybersecurity Considerations for Key RBPS Elements

RBPS Element Cybersecurity Considerations/Adaptations
Hazard Identification and Risk Analysis Include cyber-attack scenarios (e.g.,
(HIRA) manipulation of control logic, denial of service

to safety systems, ransomware on BPCS) in
PHA/HAZOP studies. Conduct specific
Cyber-PHAs. Assess vulnerabilities of Industrial
Automation and Control Systems (IACS) and
Safety Instrumented Systems (SIS). Evaluate




consequences of compromised data integrity
or system availability. ¢

Management of Change (MOC)

Review cyber risks associated with any new
software, hardware, or network connections to
the IACS. Establish secure procedures for
patching and updating IACS components.
Assess impact of changes on cybersecurity
controls. Ensure cybersecurity expertise is

included in MOC reviews for relevant changes.
68

Asset Integrity and Reliability

Ensure secure configuration and hardening of
SIS, BPCS, and other critical IACS components.
Implement network segmentation and firewalls.
Conduct regular vulnerability assessments and
penetration testing of IACS. Manage security of
remote access to IACS. Monitor IACS for

anomalous behavior or unauthorized access. *°

Operational Readiness

PSSR checklists should include verification of
IACS security measures (e.g., patches applied,
secure configurations confirmed, access
controls verified, cybersecurity alarms
functional) before startup or restart. Confirm
that cybersecurity incident response

capabilities are in place. %

Emergency Management

Develop and drill emergency response plans
that account for scenarios where IACS may be
compromised or unreliable due to a
cyberattack (e.g., loss of control, loss of view,
manipulated sensor readings). Define
procedures for manual control or safe
shutdown if automated systems are
untrustworthy. Plan for communication

challenges if normal systems are affected.

Training and Performance Assurance

Train operators and technical staff on
cybersecurity awareness (e.g., recognizing
phishing, social engineering, malware threats),
secure work practices for IACS, and procedures
for responding to suspected cyber incidents.




Ensure competency in operating systems under
degraded (cyber-attacked) conditions. %4

Process Safety Culture Foster a culture where cybersecurity is
recognized as integral to process safety.
Encourage reporting of potential cybersecurity
vulnerabilities or suspicious activities without
fear of blame. Ensure leadership commitment

to providing resources for IACS cybersecurity.
68

Compliance with Standards Identify and adhere to relevant cybersecurity
standards and regulations for IACS (e.g.,
ISA/IEC 62443 series, NIST Cybersecurity

Framework). %

68

10. Gauging Success: Assessing RBPS Effectiveness and Maturity

Beyond Compliance: Holistic Approaches to Measuring RBPS Performance

Measuring the effectiveness of a Risk-Based Process Safety (RBPS) system extends
far beyond merely checking for regulatory compliance.®” While compliance with
standards like OSHA PSM or EPA RMP is a fundamental requirement, it does not, in
itself, guarantee robust process safety performance or the prevention of incidents. A
truly effective assessment requires a holistic view, evaluating the overall health and
functionality of the entire PSM system, rather than just the superficial presence or
absence of individual program elements.*

This holistic approach involves looking deeper into aspects such as the strength of
the Process Safety Culture, the visible commitment and leadership from management,
the overall organizational capability to manage complex risks, and the level of
operational discipline throughout the workforce.” The CCPS "Excellence in Process
Safety" initiative (formerly known as Vision 20/20) provides a valuable conceptual
framework for this. It envisions "perfect process safety" as being championed by
industry and driven by five interconnected tenets: a strong culture, adherence to
rigorous standards, high levels of competency, effective management systems, and
diligent learning from experience.”' This vision underscores that assessing RBPS
effectiveness means evaluating how well these fundamental tenets are embedded and
functioning within the organization.



Introduction to RBPS Maturity Models and Their Application

Process safety maturity models offer a structured methodology for assessing the
current state of an organization's PSM systems and for identifying specific areas for
improvement, thereby guiding the journey towards higher levels of performance.®
These models typically define several levels of maturity, ranging from basic or reactive
approaches to highly proactive, integrated, and continuously improving systems.

For instance, Albemarle Corporation developed a Process Safety Maturity Assessment
Tool that categorizes maturity into four tiers:

e Beginning: Characterized by very little process safety experience and few formal
management systems.

e Foundational: Representing the minimum acceptable requirements for effective
operation.

e Advanced: Incorporating many best practices indicative of a strong process
safety culture.

e World Class: Often aspirational, where the workforce "owns" the program and is
fully integrated into its execution. This tool is applied to selected RBPS elements
to provide sites with feedback and meaningful objectives.'*?

Another example is CLIDEG's RBPSM transformation solution, which assesses
maturity across seven levels, including leadership, safety beliefs, organizational
values, safety competency, observation data, workforce involvement, and safety KPlIs.
This assessment utilizes their "PPE (People, Process, Equipment) Model" to drive
improvements.'®® AkzoNobel, in their RBPS implementation, utilized a three-level
maturity ladder: Level 1 (Basics), Level 2 (Stability and Management), and Level 3
(Sustainability) for their assessment protocol.”*

These maturity models move beyond simple compliance checking. They provide a
nuanced understanding of how well each RBPS element is implemented, how deeply it
is integrated into the organization's way of working, and how effectively it contributes
to overall risk reduction. By identifying the current maturity level for each element,
organizations can pinpoint specific weaknesses and strengths, enabling them to
develop targeted improvement plans.

Case Study: Using RBPS Maturity Assessment for Targeted Improvement
(AkzoNobel)

The AkzoNobel Industrial Chemicals case study provides a practical illustration of how
a systematic RBPS maturity assessment can be used to drive significant and targeted
improvements in process safety management.'®* Their approach involved several key



phases:

1.

Baselining Phase: A comprehensive assessment of each plant's existing PSM
status was conducted. This "baselining" used the 20 CCPS RBPS elements as a
reference grid. The assessment methodology included thorough document
reviews, extensive interviews with plant staff at various levels, fact-checking, and
analysis of case studies. Each element was scored against defined achievement
level criteria, categorized into three maturity levels:

o Level 1: Basics (activity-oriented; minimum requirements met).

o Level 2: Stability and Management (work process-oriented; instructions,
procedures, and RASClIs in place).

o Level 3: Sustainability (system-oriented; effective improvement loops). The
results for each plant were visualized using "spider diagrams" (showing the
achieved level for each of the 20 RBPS elements) and "temple formats"
(displaying the score per maturity level for each element). This provided a
clear, graphical representation of the PSM maturity status across all elements
and for each site.

Identifying Gaps and Recommendations: The baselining process identified

specific "Level 1 gaps" where minimum requirements were not being met. It also

generated "Level 2 and Level 3 improvement recommendations” aimed at
enhancing the stability, management, and sustainability of the PSM elements.

Furthermore, commendable practices already in place were identified for

potential sharing, and issues requiring a coordinated, multi-plant approach were

highlighted.

Defining the Path Forward (Implementation Phase): The individual plant

baselining results were aggregated to provide a company-wide perspective. This

aggregation, which involved summing the total number of recommendations

(both Level 1 and Level 2/3) per RBPS element across all participating plants, was

crucial for prioritization. For example, a bar chart showing the total number of

recommendations per element quickly revealed which elements required the
most urgent and widespread attention.

Based on this aggregated data, specific focus areas were defined for the central

PSM team and for site-level improvement efforts. For instance, if Asset Integrity

and Reliability consistently showed a high number of Level 1 gaps or significant

improvement recommendations across multiple sites, it would become a

corporate focus area, potentially leading to initiatives like reinforcing the overall

Asset Management/Maintenance program. Similarly, if Training & Performance

Assurance (T&PA) was identified as a common area for improvement, actions

might include defining clear roles and competencies. For Hazard Identification &



Risk Analysis (HIRA), the focus might be on developing common guidance
documents and standardized training programs.

The AkzoNobel PSM program also recognized that a one-size-fits-all approach
might not be appropriate for all facilities, given varying hazard levels. Therefore,
while the core RBPS elements were assessed, an "Add On" level of requirements
was introduced for High Hazard sites, which were subject to more stringent legal
and internal standards. Specific targets and timelines were then established for
both High Hazard Plants (HHP) and Medium Hazard Plants (MHP) to achieve
defined maturity levels for their PSM "Building Blocks" (BBs, analogous to RBPS
elements). For example, HHPs might be targeted to have all BBs at a "leading"
status by mid-2016 and all Level 1 actions completed by the end of 2015.

This case study demonstrates that RBPS maturity assessments are powerful strategic
tools. They move beyond a simple pass/fail compliance check to provide a nuanced,
data-driven understanding of PSM strengths and weaknesses. By systematically
identifying specific deficiencies within elements and across different defined maturity
levels, organizations can develop highly targeted, actionable improvement plans. This
allows for the effective allocation of resources to address the most significant
weaknesses or to build upon existing strengths, ultimately driving the organization
towards higher levels of process safety performance and a more sustainable safety
culture. Maturity models, therefore, transform the RBPS framework from a potentially
static checklist into a dynamic and strategic instrument for continuous improvement.

11. Conclusion: Sustaining Process Safety Excellence through
RBPS

The Enduring Value of a Risk-Based, Systematic Approach

The Center for Chemical Process Safety's Risk-Based Process Safety (RBPS)
framework provides a comprehensive, robust, and globally recognized systematic
approach to managing the complex risks inherent in industries that handle hazardous
materials and processes.” Its enduring value lies in its risk-based philosophy, which
guides organizations to focus finite resources on the most significant hazards and
highest risks, thereby optimizing safety efforts and enhancing operational efficiency.
The structured approach, built upon four foundational pillars and twenty
interconnected elements, addresses the critical technical, managerial, and cultural
aspects necessary for effective process safety management.* By moving beyond a
purely compliance-driven mindset, RBPS promotes a deeper understanding of
hazards and a more proactive stance towards risk mitigation.



The Journey of Continuous Improvement in Process Safety

Achieving and sustaining process safety excellence is not a final destination but an
ongoing journey of continuous improvement. The RBPS framework, particularly
through its “Learn from Experience" pillar—which encompasses incident investigation,
measurement and metrics, auditing, and management review—provides the
mechanisms to fuel this journey.’ For this journey to be successful, organizations must
cultivate an environment of constant vigilance, actively combat complacency that can
arise from periods of good performance, and remain agile in adapting their PSM
systems to address new and evolving challenges, such as cybersecurity threats and
the increasing understanding of human factors.

Ultimately, the consistent application of RBPS principles, coupled with strong
leadership and an unwavering commitment from all personnel, helps to build and
nurture a resilient process safety culture. It is this culture, supported by robust
management systems and technical expertise, that forms the most effective barrier
against catastrophic incidents, ensuring the protection of people, the environment,
and valuable assets, and underpinning responsible and sustainable operations.
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